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Broadband-Testing — ProCurve 7102dl Secure Router

EXECUTIVE SUMMARY

Within this report we put the ProCurve 7102dl secure router to the test over
a period of several weeks of intensive use.

Our test environment consisted of both internal — simulated — and external
(Internet) networks. For the internal tests we used a pair of Spirent
Avalanche/Reflector client and server traffic generators, simulating up to
100 (the recommended maximum supported number of users) clients
across a series of tests. For external testing we connected to a Wanadoo
ADSL service for Internet access, running at 7.6Mbps downlink speed and
960Kbps uplink speed, simulating a classic branch office or small-medium
business (SMB) scenario.

We focused on two areas, the first being the ease of configuration,
deployment and day-to-day management of the 7102dl, given its intended
location — branch office or SMB - where local technical staff are unlikely to
be available. Our second focus area was on the breadth and depth of
features available on the 7102dl — does it provide enough options to satisfy
a broad range of potential user types, given the target market for this
product?

Additionally, we wanted to evaluate to suitability of the 7102dl for
deployment in the kind of packaged managed solution offered by service
providers and TelCo’s now often favoured by the SMBs. In this scenario,
support costs must be kept as low as possible, so ease of use and reliability
are everything.

The fundamental problem that a vendor has when trying to marry the
simplicity associated with basic devices, to the richness of functionality
associated with an “enterprise class” product is that the result is either
overly complex to use or too simplistic in terms of feature set. However,
with the ProCurve 7102dI, HP has used a great deal of common sense,
providing what would be regarded as the key elements — comprehensive
and flexible security options including a simple to configure firewall and
VPN (with accelerator module), a graphical management interface that lets
you carry out almost all day-to-day tasks without resorting to the CLI
(Command Line Interface) and a broad enough — without being excessive -
choice of initial configuration options in the first place, courtesy of the range
of WAN modules available.

Thereafter, features such as Quality of Service (QoS) and Access Control
Lists (ACL) have been fully implemented, should they be required, but
these are not intrusive — they are they if you need them. Perhaps more
important — given the target audience — is the comfort that “features” such
as the unlimited product warranty that comes with the 7102dl brings. This
means that the price you pay to buy the product is the only cost you'll incur,
short of changing the WAN module for a different “flavour” at some stage,
should you so choose to do.

Overall then, the ProCurve team seems to have got the balance between
simplicity and feature-rich right on this WAN edge device, the 7102dI, which
will fit the bill for any SMB, branch office, or managed service packaged
aimed at the 25-100 user market.
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INTRODUCTION - EASY TO USE, RICH IN
FEATURES - REALITY OR IMPOSSIBILITY?

It's all too easy to make it sounds like a pipe-dream — combining extensive,
enterprise-class features with an ease of use level that enables non-
technical branch office workers, or small-medium businesses (SMBs) to
fully take advantage of that feature set...

However, this is the challenge the ProCurve team has faced up to on the
introduction of the 7000dl series of WAN edge device, or routers in old
money, the 7102dl model being the focus of this report. The aim here is to
not in any way short-change the target customer (branch office or SMB
being the classic examples) when it comes to features, but to make them
easily accessible and usable, without the need for a dedicated systems
engineer onsite.

Let’s be realistic and honest here; there are low-cost options available in
the remote access, router cum firewall market, that will do a job at a very
attractive price, should those requirements be simple and set in stone. In
other words, entry-level products are exactly that — a first step along the
way, with little or nothing in the way of scalability or flexibility. Where the
7102dI differentiates itself from these “first-step” products is by offering a
very extensive range of functionality — for example, in the area of security —
the choice of WAN connectivity options via its WAN modules, allowing for
the router to grow with the company and the ability to support many
different types and levels of user on the same device. HP would also be
quick to add that there is an important price story here too; the company
looks to undercut its most obvious rival by 50%.

So, in the all-important areas of quality, reliability and depth of features, the
7102dl has to be 100% in line with its siblings aimed at the enterprise level
audience. In other words, continuing the enterprise theme, what they have
back at the head office must be mirrored at the branch or remote office,
whether that’s security related, virtual networking related or simply to
ensure permanent, high-quality connections. Let us, then, consider what
kind of requirements are at the forefront, for an edge device aimed at the
branch office or SMB markets.

» Secure, easily configured management with remote capabilities.

» Integrated, enterprise-class security functions including site-to-site
VPN for secure head office to branch office connections, or multiple
client VPN tunnels to remote sites.

» WAN gateway functionality with DHCP, NAT and other functions
integrated to make life as easy as possible for anyone connecting
to the network.

» The flexibility to offer different levels of user access and usability —
for example, providing an easy but secure way of allowing visitors
access to the Internet.

» Low and easily calculated TCO (Total Cost of Ownership) notably
for SMBs and managed service scenarios.

We will now take each of these areas and examine them in more detail, in

the form of a features and functionality test, starting with an overview of the
product.
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AN OVERVIEW OF THE PROCURVE 7000DL FAMILY

Secure Router 7203dl

The ProCurve 7102dl is part of the 7000dl secure router series. It has a
bigger brother in the form of the 7203dI.

Figure 1 —ProCurve 7203dl Secure Router

Designed to support 100-1000 users, the 7203dI features three module
slots (two wide, one narrow) supporting up to eight E1 lines by default, and
up to 12 in total, plus two back-up lines. A redundant PSU is available. A
Redundant Power Source (RPS) port can interface to a ProCurve RPS
device so, in case of an internal power supply failure, the RPS will
automatically failover without the router losing the link. In general it shares
many features with the 7102dl, which we’ll now look at in more detail.

Secure Router 7102dl|
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Figure 2 —ProCurve 7102dl Secure Router

Designed to support 10-100 users, the 7102dl features two narrow module
slots and supports up to four E1 lines. As with the 7203dl it is a standard
19” rackmount format case, configured as standard with a console port, two
Ethernet ports and a bank of status LEDs. On the back panel are two
interfaces; one is for a Compact Flash (CF) card. This is a neat idea,
meaning that multiple system and configuration files can be stored on the
card, which can be shipped out separately from the device for “plug ‘n’ play
configurations and updates, without the need to be connected to the
Internet or private WAN.

A “SafeMode” enables the router to boot from a safe, default configuration.
And in order to ensure synchronization between the system memory and
CF, an “AutoSync” feature guarantees that system and configuration are
backed-up in the compact flash. It also means you can easily rollback and
forward between different configurations, in the event of needing to do so.
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Next to the CF slot on the back panel is a slot for an optional IPSec VPN
accelerator/encryption module.

Figure 3 —ProCurve 7102d| Secure Router — Rear Panel

The range of modules for the 7102dl is extensive, without being
bewildering. Options include a 1xE1 plus Backup, 2xE1, Serial (V.35/X.21),
E1+G.703+Backup and ADSL 2+ (Annex A or B) plus Backup. Our review
sample came configured with the latter two module options.

The 7102dI ships with two management/configuration options — a classic
(Cisco-alike) Command Line Interface (CLI) and a browser-based
management interface that is built-into the router itself. More on these in the
next section. Secure Shell (SSHv2) access is also available for secure
management, as well as outgoing and incoming Telnet access. As we’ve
already mentioned, configurations can be stored on the optional CF card, in
running memory, or on the router.

An integrated DHCP server is provided and the 7102dl is SNMPv2
compliant. TFTP and FTP servers are also integrated. A built-in HTTP
server provides the management GUI, though this can also be set to secure
HTTPS access.

A broad range of security features includes stateful firewall, NAT, Access
Control Lists (ACLs), VPN (site-to-site and multiple client tunnels) support
for IPSec, support for a wide range of Key Exchange Protocols including
Diffie-Hellman, RSA and IKE, 802.1x authentication support and RADIUS
and LDAP support.

Though routing is enabled by default across all ports, the 7102dl also fully
supports bridging mode — transparent bridging over PPP and Frame Relay
and Spanning Tree over Ethernet and Frame Relay — 802.1d or 802.1w
modes. Routing protocol support includes RIP v1/v2, OSPF and BGP4.
Multicast support for IGMPv2 and Multicast stub routing is also included.
From a redundancy perspective, as well as the backup port on each
module, full multi-link PPP (MLPPP) and multi-link Frame Relay are
supported.

A variety of QoS mechanisms are available that can be applied to different
interfaces and different user types, from weighted fair queuing, through
DiffServ, to Priority Queuing, bandwidth allocation by protocol type (for real-
time traffic) and variable bandwidth levels of allocation.
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HP 7102DL — FEATURE AND FUNCTIONALITY TEST

The Testbed

Avalanche Client
Simulator 10-100

winche

ProCurve 7102d1

Live ADSL Connection To
Reflector Server Internet
Simulator
P/RTSP

Figure 4 —The Broadband-Testing Testbed

In order to test the features, functionality, scalability and reliability of the
ProCurve 7102dl, we created a testbed consisting of both live and
simulated traffic and tests and ran the 7102dI| for over a month, using it as
our office router. We configured private and public networks, each on
separate subnets using each of the integrated Ethernet ports, then
configured the ADSL module to connect to our live ISP — Wanadoo. Our
test bed consisted of Spirent’s Avalanche (client) and Reflector (server)
web traffic generators (see appendix) to create simulated web traffic.

We created virtual HTTP and RTSP (Quicktime video streaming) servers
with the Reflector and 100 virtual clients on the Avalanche, tests starting
with 10 users and adding 10 at each iteration, up to the 100 maximum. This
simulated a typical target user configuration for the 7102dl, albeit with
higher traffic patterns than we would expect to see in a typical office
environment, but then this is a test!
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Ease Of Configuration And Deployment — Put To The

Test

Initial Configuration

The 7102dI arrived with a preset IP address and the DHCP server enabled,
so that configuration could immediately be carried out via an Ethernet-
connected PC and the browser-based management GUI, or via telnet or
SSH sessions, or via the serial port to the CLI.

rveSR7102dl

re Router 71020

Getting Started
System Summary
Physical Interfaces
Passwords

IP Services
DHCP Server
Hostname / DNS
LLDP

Default Gateway
Routing

Route Table

IP Interfaces
Tunnels

QoS Wizard
QoS Maps
Bridging
Spanning Tree
Firewall Wizard
General Firewall
Security Zones
YPM

VPN Wizard

VPN Peers
Certificates
AutoSynch
Configuration
Firmware
Reboot Unit

A

Logout

General System Information

Firmware Yersion 03,01
Part Number 1195055001
Serial Number US449TROO04

System Uptime

System Time 134040 UTC
System Date 06/18/2005

NTP Time Server (Mot Configured)

Current Boot Image 103_01.biz
Primary Boot Image 103_01.biz

Secondary Boot Image Joz_0zA.biz

Current Startup Config startup-config
Primary Startup Config startup-config
Secondary Startup Config Mot Set

CFlash Status Unrnounted

Fan Status wiorking

1 weeks, 3 days, 1 hours, 27 minutes, 37 seconds

Figure 5 — Management GUI — Main Menu

We attached the ProCurve to an HP 2824 Ethernet switch, via the first of its
two Ethernet ports (interface 0/1) and then connected a laptop to the same
switch. The laptop picked up an IP address from the router so we then
simply had to point a browser at the default IP address, to look at the
managment GUI. On loading, you are presented with a system summary
showing important information in the event of a technical support call being
required; everything from the current firmware version, serial number and
current boot image, to the status of the CF memory and even the fan status
is available from a single screen. Excellent — lots of valuable information,
easily accessed.

The management GUI — which can be accessed via plain http or a secure
https session - is based around a menu on the left-hand side of the screen
and the information panel on the right. Clicking on any topic on the menu
changes the main screen content to that particular topic. In addition to the
standard screens there are a number of wizard options — depending on the
topic — that walk you through a configuration (see later). From the GUI it is
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also possible to launch a telnet session which pops up automatically in the
form of a “DOS box” in addition to the browser window, which stays open.

Google -

@Back r & lﬂ @ ; /-‘Search ~ Favorites @Med\a £ = ] - | ﬁ

address | &] http:/f192.168.0. 100jmain/system/system hml

| A ProCurve Getting Sta... g@@

Getting Started
Management Utilit
Welcome to the ProCurve

Secure Router 7102dl

v| [C] search - | @M= g Paefanh A check - 7K Autolink - Bl options & Management Utility, This page

5!

Getting Started
System Summary
Physical Interfaces
Passwords

IP Services
DHCP Server
Hostname / DNS
LLDP
Default Gateway
Routing
Route Table
IP Interfaces
QoS Maps
Bridging
Spanning Tree

[ Firewall |
Firewall Wizard
General Firewall
Security Zones
VPN Wizard
VPN Peers
Certificates
Configuration
Firmware
Reboot Unit
Telnet To Unit

Elinwent

provides an autline of the basic
steps needed to configure your
unit,

Ethernet/WAN
Configuration

General System Information

Firmware ¥Yersion 02.024 The ProCurve Secure Router

7102dl ships with a two Ethernet
ports and can be equipped with
modules to praovide WAN
connectivity. To configure an
Ethernet or WAN connectivity, go
to the "Physical Interfaces”
page and select the name of the

Part Number 1195068001
Serial Number US44aTROO4

System Uptime 3 days, 0 hours, 14 minutes, 43 seconds

System Time 12:06:31 UTC interface to be configured, The
page will lzad you through the

System Date 05/10/2005 following steps to configure the

NTP Time Server (Mot Configured) interface:

Current Boot Image 102_024.biz s Configure the physical interface
= & Select the encapsulation to a

Primary Boot Image J0Z_024.biz wirtual interface

S TR iR « Configure the virtual interface

Secondary Boot Image i) i

Current Startup Config startup-config

Routing

Primary Startup Config startup-config Configuration

Secondary Startup Config Mot Set
Step 1 - Routing

Power Source AC Pawered

CFlash Status Unrmounted This step configures dynamic
: routing protocols, like RIP.

Fan Status Warking

Step 2 - Route Table

This step creates static routes for
the network.

Save the
Canfiauratinn

Figure 6 — Management GUI — Getting Started

The first option on the menu, under the System heading, is Getting Started.
Clicking on this loads a help screen on the right-hand side. This walks you
through some basic network configurations, via hyperlinks to the relevant
management screen. There is also an Advanced Getting Started option that
leads to a number of hyperlinked advanced configuration options. Context-
sensitive help is also available in some cases, marked with a “?” by the
topic. Hovering over the question mark brings up the relevant text. In
addition to the online help, HP provides a range of documentation, both in
paper format — a Quick Start guide and an Installation Guide — and in the
form of .pdf files. Several configuration examples can be downloaded from
the website, along with many other useful documents, so you don’t have to
only rely on the internal help utility.

Configuring The Interfaces

Which interfaces you configure will depend on what module options the
7102dl was ordered with. In our case we wanted to set up both an internal
network — simulating an Internet connection over the second Ethernet port,
but this could just as easily be a company Intranet — and an external
network; namely an Internet connection via the ADSL router module that
came pre-installed.

Whatever the interface, the basics — whether using the GUI or the CLI —
follow the same format. The actual details vary, depending on the interface
type — for example Ethernet or ATM (ADSL) — but essentially you are
presented with a screen and some basic options; advanced options are
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usually available via clicking on a separate options box, so there is never
too much information on one screen. The only time you need to scroll down
to see information initially hidden at the bottom of the screen is normally
when there is a statistics box — typically showing packets/bytes transferred
and received, the interface/line status and similar information.

Routing is enabled by default on each interface, but can be disabled. The
interfaces can individually be enabled/disabled via the GUI or CLI.

ProCurvesSrR7102dl

ProCurve Secure Router 7102d Save Logout

2

5
Getting Started
System Summary

Physical Interfaces Configuration for “atm 1.1"

P d : ; : 7 -
ass"“f = Basic configuration for the Permanent Wirtual Circuit,
IP Services
DHCP Server
Hostname f DNS
LLDP : puc: [z S VPT (0-255 ) /1/CT (32-65535) @)
Router / Bridge
Default Gateway Interface Mode: L Select an interface mode (7]
Routing
Route Table T Enable multilink for the PEC -
Multilink: [ 7 (7]
IP Interfaces interface
QoS Maps Qos-policy: Mone Outhound QoS-Policy map.
Bridging
Spanning Tree Advanced Configuration:

Firewall

Firewall Wizard

General Firewall

Security Zones
VPN Wizard
VPN Peers
Certificates
Configuration
Firmware
Reboot Unit
Telnet To Unit

Enabled: Enable/Diszble this interface

0 liewHide advanced
configuration options (optional)

Figure 7 — Management GUI — Configuring The ATM (ADSL) Interface
Security Tests

Firewall

One of the first tasks any customer would want to undertake is to configure
and enable the firewall. With the 7102dl, HP provides an integrated stateful
firewall that is entirely configurable via either the CLI in traditional fashion,
or at the GUI, with the option of using a firewall wizard to create the initial
configuration.

With the wizard, where once firewalls were oppressive things to configure
and certainly not for the non-technical who, likely as not, would accidentally
lock themselves out of the system, now there is a graphical representation
of exactly what you are configuring, as you configure it. The wizard is a
multi-step procedure, asking which interface you want to secure and what
kind of basic policy — for example, Allow — you wish to apply. We created a
policy initially for the second Ethernet port (0/2) which was to be our
simulated WAN/Internet access port.
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) Firewall Wizard - Public Interface [Z||E|g|

Public Interface - Firewall Wizard

ProCuryve=R7102dl
e
C memet )
ED [
BroCurve SR 7102d| b
Local Remote
Metwork Metwaork

In order to begin configuration of your firewall the wizard must know which
interface is connected to the Internet,

Which interface is connected to the Internet?

Interface: | Select Interface bl

Figure 8 — Management GUI — Using The Firewall Wizard

irewall Wizard - Private Servers

Private Servers- Firewall Wizard

ProCurvesR7102dI

—

P
! ‘ l., Im 7 .
ProCurve SR 71024l =

Internet PC

Local
Server

are there any servers on your private network that Internet users need to
be able to access? The ProCurve SR will only allow specific traffic into vour
private network to help protect your servers,

® Mo, I don't have any servers that need to be accessed from the
Internet,
Yes, I need to provide access to the following kind of server:

) wWeb server

O FTP server

) E-mail server

O Telnet server

() Other server

Figure 9 — Management GUI — Using The Firewall Wizard — Selecting Server Access
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Wizard options also include selecting which — if any — type of internal
(private network) server you need to allow access to from the Internet, such
as a web server, or an FTP server.

It literally takes about 60 seconds to create a basic firewall configuration
that, in reality, would probably satisfy about 50% of the users of this
product. Thereafter, at both the GUI and CLI, it is possible to add and
change firewall configurations, given that you are likely to need different
policies for different interfaces.

This customisation revolves around the idea of creating security zones —
each zone has its own set of firewall rules — which can then be applied to
any of the interfaces. For example, we created a NAT-based rule to police
and allow specific traffic across the external (Internet) connection, on an
incoming basis, while allowing any outgoing traffic.

We also combined firewall and QoS (see later) mappings in order to both
optimise traffic and deny it in different configurations and different test
scenarios, using the UDP protocol and video streaming (RTSP). At the CLI
we were able to see the firewall working — here denying RTSP return traffic
from public to private interface (see below).

¥ Telnet 192.168.1.1 ' -[a[x]

H2AA5 . A6 .28 13:18:85 FIREWALL id=firewall time=""2005%-B6-20 13:1@8:85" fw=PruCurueSl’
R?7182d1 pri=1 proto=28677/tcp src=192.168.2.3 dst=192.168.1.144 msg=""TCP connect
ion reguest received is invalid,. dropping packet Src 554 Dst 28677 from unclassi

Bf ied n-w"” agent=AdFirewall

M2605.06.28 13:18:86 FIREWALL id=firewall time="2805-86-20 13:18:86" fuw=ProCurvesl
R?71082d1 pri=1 proto=27482/tcp src=192.168.2.3 d=st=192.168.1.60 msg="TCP connecti

2005 _06 .20 13:18:88 FIREVALL id=firewall time=""2005-B6-20 13:18:88" fw=ProCurvel
R?7182d1 pri=1 proto=15269/tcp src=192.168.2.3 dst=192.168.1.120 mnsg=""TCP connect
Mlion request received is invalid, dropping packet Svrc 554 Dst 15269 from wunclassi
Bfied n-w"” agent=AdFirewall
2005 .06.28 13:18:11 FIREWALL id=firewall time=""2805%-86-20 13:18:11" fu=ProCurvesl
R71A2d1 pri=1 proto=35984-tcp src=192.168.2.3 dst=192.168.1.95 msg="TCP connecti
]nn reguest received is invalid, dropping packet Src 554 Dst 35984 from uwnclassif
ied n/w" agent=AdFirewall
2065 .06.28 13:18:14 FIREWALL id=firewall time=""2805%-86-20 13:1P8:14" fu=ProCurvesl
R7102d1 pri=1 proto=35730/tcp src=192_168.2_.3 dst=192_.168_.1.128 mnsg="TCP connect
ion request received is invalid,. dropping packet Src 554 Dst 35738 from unclassi
fied n-w" agent=AdFirewall
2805 .86 .20 13:1P8:16 FIREWALL id=firewall time=""2005-06-20 13:18:16" fw=ProCurvesl
R7182d]1l pri=1 proto=19331-/tcp src=192_168.2.3 d=t=192_168.1.80 mzg="TCPF connecti
on request received is invalid, dropping packet Src 554 Dst 12331 from uwunclassif
ied n/w" agent=AdFirewall
20805 .86 .20 13:18:=1"7 FIREWALL id=firewall time=""2005-06-20 13:18:17" fw=ProCurvesl
R7182d]1l pri=1 proto=35%194-tcp src=192_168.2.3 d=t=192_168.1.1088 nsg="TICF connect
ion request received is invalid, dropping packet S»rc 554 Dst 35194 from unclassi
Bif ied n-uw" agent=AdFirewall
I2BBE.BG.2E 13:18:19 FIREWALL id=firewall time=""28005-B6-20 13:18:12?" fu=ProCurvesl
R7182d]1l pri=1 proto=27823 tcp src=192_168.2.3 d=t=192_168.1.64 mzg="TCPF connecti
on regquest received is invalid,. dropping packet Src 554 Dst 27823 from unclassif
Mied n/vw" agent=AdFirewall
2005 .86 .20 13:18:22 FIREWALL id=firewall time=""2005-06-28 13:18:22" fwu=ProCurvel
BR7182d]1 pri=1 proto=8930/tcp src=192.168.2.3 dst=192.168.1.112 msg="TCP connecti
on regquest received is invalid. dropping packet Src 554 Dst 8930 from wunclassifi

ed n-w" agent=AdFirewall

OO o T T T

Figure 10 — At The CLI — Checking Firewall Policies

Overall, the firewall offers an excellent compromise between ease of use
and depth of features, should they be required. In conjunction with ACLs
(Access Control Lists) and QoS (Quality of Service) mappings it means that
extremely fine control can be exerted over traffic and users with the 7102dI.
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Tunneling

Tunneling, also known as "port forwarding," is the transmission of data
intended for use only within a private network, through a public network, a
la a VPN, in the form of a virtual point-to-point link.

The 7102d| supports the GRE (Generic Routing Encapsulation) protocol for
tunnelling, a protocol originally developed by Cisco. In a sense, GRE is like
IPSec, but doesn’t ensure data integrity and confidentiality in the same way
IPSec can; a kind of poor man’s IPSec then in some ways and less
scalable, but it does use less processing resource, since traffic is not
encrypted. Using our virtual external network connection over the second
Ethernet port, we set up a basic point-to-point tunnel. In practice though, we
feel that most users prefer the IPSec VPN route nowadays.

Enter the appropriate information below to add a tunnel. Click apply when you are
finished entering information,

Enter a number for this

Tunnel Mumber: |1 tunnel (1-1024),

Deseription: |sa-T Enter 3 description for this
tunned,

Enable: Enable the funnel,

Enter the IF address of this

IP Address: [192 |, 162 |, |1 . |n
tonnet,

Subnet Mask: 255 | [2s5 | (255 | [0 Enter the subnet mask of this

tonned,
Tunnel Source :
address: () : ; . Enter the tunnel source
g Fddress,
— - OF -
Interface : () | ethos2 v Select the interface.
Destination Enter the destination
Address; Sl Bi 3k gddress for this tunnel,
MTU; [1500 Enter the MTL (64-18130)

Tunnel Type: | GRE »

GRE Settings

Enable end-to-end

[] Tunnel Checksumming checksomming of packets,

Enzble sequence number

[l Tunnel Sequence Murmbers B

Set the tunne! selector key

[] Tunnel kKey Yalue: (1-4294967294),

Tinnel Keanalive:

Figure 11 — Setting Up a GRE Tunnel
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IPSec VPNs (Virtual Private Networking)

Many users see VPNs as being critical to security in both wired and
wireless environments — as we’ve tested in the past with HP’s WLAN
solutions. The industry standard IPSec protocol is supported by the 7102dl.
Our device came with the optional VPN module pre-installed. As with the
firewall, HP provides a wizard option for aiding with an initial VPN
installation.

3 VPN Wizard - YPM Interface

¥PN Interface - ¥PMN Peer Configuration Wizard

ProCurveSR710z2d] BB-T _Test
e Uy . -
S - -~
s L. _ & e aga
ProCurve SR 71024l bl
Local Remote
MNetwork MNetwork
Please select the public interface that will be used to communicate with the
YPM Rermote Gateway. I

Public

<Please Select an Interface= w |
Interface:

[ = Back ][ Mext = ]

Figure 12 — The VPN Wizard

Again, like the firewall wizard, a graphical representation of the VPN
interface you are configuring is shown onscreen. We also made use of a
VPN client that HP provided, running on a Windows XP notebook
computer.

<% Security Policy Editor - ProCurve VPN Client

Fil= Edit Options Help
e =
Metwork Security Palicy
1 My Connections Connection Security
= & * Secure [~ Onlp Connect Manually
G My Ideniity " Mon-secure
+ E Security Policy
" Block
v Connect using |Sacure Gateway Tunnel j
1D Type |IP Address =
192.168.01

Figure 13 — The VPN Client
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Ease of Use And Managed Services: A Perfect Marriage

With many SMBs now looking to outsource some, or all, of
their IT requirements, the opportunity for service providers to
offer some kind of packaged, managed service for remote
access is greater than ever.

For this kind of purpose the ProCurve 7102dl clearly fits the bill
from a features perspective; designed for 10-100 users, but
with enterprise-level security. However, all that counts for
nothing if the initial deployment and day-to-day management of
the device is too complex. And here we’re not simply talking
about the problems for the end user, but the costs associated
with those problems and the ever-diminishing profits margins
for the service provider as a result.

According to Noel Bruton, a UK-based, independent consultant
who advises companies in improving their helpdesk and IT
user support services, the time taken to resolve a support call
can be from around four minutes for 60% of all incoming
requests for help, but can then increase to an average of 37
minutes of actual effort, if there is no immediate resolution.
Worse still, that time period may be spread across two days or
more of an open helpdesk call. This means that just a single
call may cost a service provider in the region of €30 and that is
a very conservative estimate. Multiply that by a hundred users
making just one call each a month and the cost of that support
burden starts to look alarming.

From the service provider perspective, therefore, minimising
support calls is the difference between running a profit-making
service and one that is simply a major loss-maker. What HP
has done with the ProCurve 7102dl, in providing wizards for
key elements of the initial installation process, such as firewall
and VPN, and by minimising the need for day-to-day
reconfiguration of any aspect of the router, is to genuinely
reduce the likelihood of a service provider being over-burdened
by technical support calls.

From the end-user perspective, it means that the day-to-day
costs of operating the device — remember support calls cost
the customer in terms of time wasted too — are lowered and
expensive, add-on consultancy requirements are minimised or
removed completely. So both parties win...
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Scalability Tests

Device Saturation Test

Our primary aim here was to see how the ProCurve 7102dl reacted when
enabling more and more features on the router, given the same test and
same level of traffic each time. We used three different file sizes — 10KB,
64KB and 512KB — and ran the test max’ing out at 100 users. The aim was
to saturate the 100Mbps Ethernet connection on the 7102dl and see just
how much of this available bandwidth the router could use when under
stress.

Starting with only the basic routing functions enabled (R), we then repeated
the tests, first with the firewall enabled (R/F), then with the firewall in stealth
TCP mode (R/F/S) which makes the router invisible to scanners on ports
that are not open, and finally adding a TCP rule to the firewall (R/F/S/RI). In
each case, therefore, we were creating more and more processing
requirement for the 7102dI to deal with.

We measured both the transaction per second (TPS) rate achieved with
each file size in each of the different router configurations, and measured
the bandwidth in and out that the router was able to generate.

TPS Rate

1200+

1000+

800

600 -

400+

200+

TPS Rate By File Size

O 10K
m 64K
O512K

R R/F R/FIS R/F/S/RI

Figure 14 — TPS Scalability Test

We found that, with the larger file sizes, where less physical transactions
were taking place, performance held up 100%. Only with the smaller file
size — 10KB — did the router performance degrade, and then not
significantly thereafter, once the firewall was enabled. This is very typical
behaviour for a router — beware those making 100% wirespeed claims; wait
until you turn all the features on and see what happens to the performance!
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Bandwidth In

Bandwidth (Mbps)

RIFIS R/F/SIRI

Figure 15 — Bandwidth In Scalability Test

Bandwidth Out

Bandwidth (Mbps)

RIFIS

R/F/SIRI

Figure 16 — Bandwidth Out Scalability Test

It was a similar story when we came to measure the simultaneous
bandwidth in/out during the test. With the larger file sizes, bandwidth
utilisation was absolutely constant, at around 99%. However, with the 10KB
file size, it dropped from 100% to as low as 68% with all the features
enabled. Again, this was not an unexpected result, but the norm.
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QoS Test

We also set up QoS on the 7102dI for a specific real-time traffic test, using
the Spirent Avalanche to simulate streaming video sessions (RTSP
protocol). With the 7102dI there are several ways to create QoS and
bandwidth reservations.

2 QoS Config Wizard - Microsoft Internet Explorer,

Welcome

Welcome to the QoS Wizard

Welcome to the QoS Wizard

This wizard will guide you through the configuration of a8 QoE map on a WAN
interface for carrying WolP.

Please note: It is recommended to only use this wizard when first creating Qo=
rmaps. The settings selected in this wizard will overwrite any previous QoS
configuration for the WAN interface selected.

é_“l Done

& Internet

Figure 17 — QoS Wizard

The easiest option is to use the QoS Wizard, which walks you through a
couple of screens, allowing you to choose a method of bandwidth
reservation, including via an ACL. We tried a number of options, including
the ACL, where we specified UDP traffic heading for port 554. In order to do
this, however, we had to use the CLI, which we accessed via a Telnet
session from the management GUI.

3 procurwsiz i Laplor - |=ix]|
I
QOus - O - =] &) fo Prua Favonss @fieds £ (- L5 W - e
] et {192 1601, i sy st gees opos. bl = h‘_}m -
Google - v (G osewh + gh PoueRed W oetees &

DHCP Server
Hastname / DS
LLop
Default Gatewar
Rauting
Raute Table
1F interfaces
Tunnals
Qof Wizard
Qo Maps
Bridging
Spanning Tron

Firomall Wieard
Genaral firewall
Sccurity Zones

Wse this form 1o assign an ioterface to an cutbound policy. If the interface is amached
an v, ek un the link 10 view the cLitic for that intarface.

VPN Wizard W
sl L e ame e oSl

Certificates
opo 1 wnonss W

uured o

AutoSynch 1.4

Configuration

Firmmare

Reboot Unit

Elinvent

Figure 18 — Creating an ACL at the CLI
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The idea here was to set a bandwidth reservation limit — in our case
unlimited — for RTSP traffic, run a test with only HTTP traffic, 100 users
grabbing 1MB files, then add RTSP users to the mix and see how much
http traffic was allowed and how much real-time, video streaming traffic was
allowed through. The simulated users were downloading a 60 second video
stream that was 250KB in size, so the link was well and truly
oversubscribed.

We actually achieved around 96% utilisation of the Ethernet connection;
this with the firewall enabled and the ACL rules being activated, which is
excellent.

TPS

2500+

2000+

1500

1000

500

QoS Test - Successful Transactions Per Second

22‘26

1174 QHTTP

BERTSP

HTTP Only HTTP + RTSP

Figure 19 — QoS Test

On the first run, we achieved 1174TPS with HTTP traffic. On the second
run, with our QoS map in place and the RTSP traffic added, that HTTP TPS
rate went down to just 47TPS while we simultaneously achieved 2226 TPS
for our streaming video sessions, an excellent result.
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SUMMARY AND CONCLUSION

The aim of this test was to prove the ProCurve 7102dl secure router to be a
suitable device for deployment in an SMB, branch office, or managed
service environment.

To achieve this, we used the router for several weeks in our labs, treating it
as our own office remote access router, as well as carrying out a series of
tests — feature and performance oriented — both on live Internet lines via
our ADSL connection and in a controlled test environment, using Spirent
Avalanche traffic generators.

Our primary objective — to test the ease of configuration, deployment and
day-to-day management of the 7102dl — was met by the router. The
management GUI provides several short-cut methods, via its wizards, for
configuring relatively complex features such as the firewall, VPNs and QoS.
On the downside, some functions still have to be configured at the CLI,
though this is as good as any we have seen. However, on a day-to-day
basis, the 7102dl is very easy to live with and should present no problems
in any of the scenarios we envisage it being deployed in. The lifetime
warranty provided with the product is also hugely reassuring, especially
given the projected customer base.

In our scalability and QoS tests, the 7102dl also performed well up to
expectations.

Overall then, the ProCurve team seems to have got the balance between
simplicity and feature-rich right on this WAN edge device, the 7102dI, which

will fit the bill for any SMB, branch office, or managed service packaged
aimed at the 25-100 user market.

- Brodulydyiid
Testiy)

YApproved
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APPENDIX: TEST EQUIPMENT DETAILS

Internet architectures are becoming increasingly complex.

Whether you're building network equipment or providing a service, you
must deliver consistent performance under all conditions. Until now,
capacity assessment at high-loads has been a costly and complex process.
For this reason, Spirent Communications introduced the Avalanche 2500
and Reflector 2500 appliances to assist with the challenge. At Broadband-
Testing we have taken these web application simulation and planning
products and integrated them into our test-bed simulating real-life Internet
conditions; those that the average user experiences daily.

Figure 20 — Spirent Avalanche 2500

Avalanche 2500 is described by Spirent as a capacity assessment product
that challenges any computing infrastructure or network device to stand up
to the real world load and complexity of the Internet or intranets The system
determines the architectural effectiveness, points of failure, and the
performance capabilities of a network or system. Using Avalanche 2500 to
generate Internet user traffic and Reflector 2500 to emulate large clusters
of data servers, you can simulate even the world's largest customer
environments. The system provides invaluable information about a site's
architectural effectiveness, points of failure, modes of performance
degradation, robustness under critical load, and potential performance
bottlenecks. It is able to set up, transfer data over, and tear down
connections at very high rates - all while handling cookies, IP
masquerading for large numbers of addresses, and traversing tens of
thousands of URLs.

Avalanche 2500 initiates and maintains more than a million concurrent
connections, each appearing to come from a different IP address. This
allows realistic and accurate capacity assessment of routers, firewalls, load-
balancing switches, and Web, application, and database servers. It helps
identify potential bottlenecks from the router connection all the way to the
database. This accuracy is especially critical for gauging Layer 4-7
performance. The ability to additionally simulate error conditions such as
HTTP aborts, packet loss, and TCP/IP stack idiosyncrasies can help
anticipate-and avoid-significant and previously unknown impacts on
performance.

Page 19



Broadband-Testing — ProCurve 7102dl Secure Router

To enable more accurate load simulations across multi-tiered Web site
architectures, the system also supports extremely realistic user modelling
behaviours such as think times, click stream, and HTTP aborts that cause
Web servers to terminate connections while back-end application servers
continue to process requests. Configuring in this way is simple as both
Avalanche 2500 and Reflector 2500 directly from a desktop browser to set
up tests, review feedback in real time, and easily reconfigure test

parameters.
<2 Spirent | Avalanche - Microsoft Internet Explorer, J E
Elle  Edit wiew Favorites Tools Help ;,'

Qﬁack A > | \ﬂ \ELI ;\J /.7\: Search ‘f'\'i’Favorites wMedia {‘? Ad ‘.,"' @ El ﬁ ‘f‘

address | @] http:j192.168.0.22 Links

v .Go

e —

SPIRENT

Status

A

Test Configuration

© ADVANCED TEST CONFIGURATION @
Set high-level test
parameters by selecting
itemns in the drop-down
menus, If you need

Test Name PC_GET_SEC_T4

additional choices, select
‘new’ in the menu, to
create them,

1. Start by typing in the
test description.

2. Select a lnad profile,
which describes the
amount of network traffic

Test Description
Enable User Based Laad Profiles
Global Load Profile

Metwark Profile

Bluecoat ProxySG 800
4]

FC_GET_SEC T4

FPC_GET_SEC_T4

.
:

webavalance will i Modify Co) Delete
generats whan you run SMMP Profile —disabled— =
your test,
Modify

3. Select a network profile, Enable DDas Attacks o
which describes the DS, " "
Prosy, and TCP Detailed Reporting
characteristics of your .
—— Enahle SLB Binning O
4. For each physical port Enable Detailed HTTP Status Codes Binning O
on your A_va\anch& assign
assign a interface profile Enable HTTP Url Trace File Generation O
to that port. If you do not
wish to generate any Enahble Url Parser Qutput (to debug url parsing errars) [
traffic from a port, you do
not have to select Enable Racket Trace O
anything.

Maximum Size of Trace 10240 Khytes 3

g‘] Applet WasStatusapplet starked & Internet

Figure 21 — Creating An Avalanche 2500 Test

The Avalanche 2500 also supports browser cookies, html forms, HTTP
posts, and SSL-encrypted traffic. The system therefore gives you the
flexibility to specify data sources and mix and match data sets to recreate
accurate user behaviour at very high performance levels.

It also simulates SSL loads that can stress the world's most sophisticated
secure e-commerce platforms. It also includes configurable cipher suites
that enable you to emulate different types of browsers. Avalanche 2500
includes a high-accuracy delay factor that mimics latencies in users'
connections by simulating the long-lived connections that tie up networking
resources. Long-lived, slow links can have a far more detrimental effect on
performance than a large number of short-lived connections, so this
approach delivers more realistic test results.

While Avalanche 2500 focuses on the client activity, Reflector 2500
realistically simulates the behaviour of large Web, application, and data
server environments. Combined with Avalanche 2500 it therefore provides
a total solution for recreating the world's largest server environments.
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By generating accurate and consistent HTTP responses to Avalanche
2500's high volume of realistic Internet user requests, Reflector 2500 tests
to capacity any equipment or network you connect between the two
systems. Its protocol-level accuracy helps you assure the stability and
performance of switches, routers, load balancers, firewalls, caches, and
other Layer 4-7 devices. The system is ideal for helping infrastructure
service providers validate, enforce, and maintain service level agreements
(SLAs) as well as the many different applications, such as router, firewall or
URL filter testing (see example illustration below).

Database
of
blacklis_ted
Website  Upload 1 Million

of
% _ blacklisted

\\g#ebsite HTTP Request to Check if HTTP Request

Gambling Web Site a has been block
Y o5 = D

. HTTP Response
URLFilter  if Request has  Reflector 2500
Avalanche 2500 Request is denied not been block Server Simulation
Client Simulation by URL Filter

Figure 22 — Typical Avalanche 2500 Test Scenario
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